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Abstract—The needs created by the growth of online education
and remote events have stimulated the requirements for efficient
management and secure attendance administration systems. This
paper describes an AI-based attendance solution that works by
FaceNet recognition technology, aimed at ensuring attendance
keeping and monitoring engagement among virtual classrooms
and online meetings. The system consists of Using Multitask
Convolutional Neural Networks (MTCNN) to detect the face and
FaceNet to recognize the face, giving very high accuracy for
identification during different lighting and environmental
conditions. A unique option is that the system can start
automatically recording a 3-second video clip with the start of the
session to capture facial data and attendance information from
participants. Periodically, the system will validate the
participants' identities by checking any frames taken during the
session against those in the facial database; any failure to match
will record that session as absent. Moreover, it tracks real-time
engagement through the analysis of head pose, eye position, and
screen focus and alerts the facilitators when disengagement
occurs. It is designed to be able to integrate with virtual
platforms such as Google Meet and WebEx and Microsoft Teams,
in addition to offering cloud security for storage and real-time
analytics and automated report generation, tackling issues such
as proxy attendance and fake logins. Scalability, low cost, and
adaptability are the three main reasons why it has become one of
the most advanced AI solutions for attendance verification and
participant engagement in online learning and corporate settings.

Keywords—Face Recognition, FaceNet, MTCNN Detection, Deep
Learning-Based Detection, Automated Identity Verification, Real-
time Engagement, Continuous Identity Validation.

I. INTRODUCTION

Due to the widespread digital transformation in education and
business today, monitoring attendance with utmost accuracy
and automation has become more of a necessity than a want.
Growth in online education, virtual meetings, and remote
working environments has put challenges on the traditional
methods of attendance tracking, which have thus been shown
as inefficient with respect to accuracy, security, and scalability.

The standard manual roll call operations, RFID-based
authentication, and login check-ins are so easy to compromise
via proxy attendance, identity fraud, and non-participation that
only a more robust, intelligent solution will suffice.

In fact, it has become the most promising technology in
providing automated and contactless verification. The face
recognition models available include the widely used FaceNet,
which focuses on creating discriminative embeddings from
deep metric learning [13][14] for identity verification. It was
the first of its kind in which the mapping of facial features to a
compact Euclidean space was applied instead of convolutional
neural network-based recognition, thus enabling accuracy and
speed in recognizing a face using dynamic and varied
conditions [1].

However, the integration of facial recognition to monitor
attendance in real-time during online sessions will mainly
have three kinds of obstacles. The first one is the changes in
illumination conditions, the second is occlusion (e.g., masks,
glasses), and the third is network latencies and no records of
engagement tracking [15]. The present research paper has
designed a sophisticated attendance monitoring system called
FaceNet. It aims to work for virtual classrooms and business
meetings using MTCNN for detection of face and
authentication of identity through FaceNet. When capturing
short video clips at random intervals, it avoids proxy
attendance while preventing unauthorized access [2]. The
notified algorithms on participant engagement calculated in
the solution remind facilitators to carry on to appropriate
moments in time when the engagement drops during the
session [3]. API automation provides the solution as a
seamless integration with Google Meet, WebEx, or Microsoft
Teams, given that it also uses cloud-based data management to
scale, secure, and privacy-compliance [5]. Combining AI-
powered face recognition technology with live analytics
makes this system a safe, efficient, and fraud-proof system for
real-time attendance and engagement monitoring.
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II. RELATED WORKS

There has been great progress in attendance systems: From
completely manual roll calls suddenly today, in the past few
years, using cutting-edge technology-automated attendance
systems that rely on facial recognition. The incorporation of
FaceNet and other powerful deep learning methods into these
systems significantly improves their accuracy as well as
scalability and brings solutions to longstanding issues like
proxy attendance and manual verification. According to the
work of Li et al. [1] the deep learning features of FaceNet
create very reliable face embeddings for identification
purposes which is the basis of modern attendance systems.
However, several gaps are still not addressed in current
literature, like real-time data handling, tracking of students'
engagement, or host-initiated attendance verification in online
meetings and classrooms.

The research argues that the employment of real-time face
recognition in attendance will lead to an improvement where it
is similar to Abdurrahman et al. [2] as well as with explaining
the potential of such kinds of IoT-based solutions to automate
the attendance process with FaceNet but considering the
challenges of variable lighting conditions and occluded faces.
Even more progressed than all previous solutions are real-time
monitoring and automatic engagement tracking. Our new
findings propose the use of live video snippets for attendance
verification, along with an integrated AI-based engagement
algorithm that tracks and notifies facilitators whenever
disinterest is detected among participants, in an area largely
unexplored in previous works.

Zhang et al. [4] explored face detection using deep learning
approaches for classroom attendance, but then the gap of
including the engagement verification algorithm in the online
environment similar to Google Meet or WebEx leads to non-
real-life usability of these systems. Our system does record
short video snippets during virtual meetings with no
hindrances to popular usage, thus integrating the function
without privacy or security compromises. Adoption into
already existing virtual environments forms a novel
contribution.

Attendance registration using biometric identification and this
included face recognition has been demonstrated by Wu et al.
[5]. The originality of this project lies in online video analysis
of moving participants posing on the face side, which is
crucial to dealing with the variation in position and occlusion
characteristics typically ignored in the design of traditional
biometric systems. It improves the performance of face
recognition as well as the general monitoring of participants'
activities.

The investigations done by Patel and Gupta [6] explored AI-
based attendance through facial recognition in virtual learning
environments. We, however, go beyond attendance. By

confirming face matches throughout the sessions, we cater to
the challenge of proxy attendance, which their system was
immune to. Moreover, the introduction of real-time data
analytics and cloud storage makes the solution scalable and
secure, thereby enabling institutions to effectively monitor
massive online sessions.

Several hybrid systems, including one proposed by Ahmed
and Rehman [9] combined facial recognition with head pose
estimation to improve accuracy in attendance monitoring. Our
research takes this a step further, integrating continuous
verification with automatic participant engagement tracking,
which current systems do not have. This complete design
approach guarantees system reliability since it prevents
disengagement, which usually causes false attendance records..

Thakur et al. [10] discussed in their paper the machine
learning-based solutions introduced to enhance smart
attendance management, which included contactless systems
for taking attendance. But engagement management, in this
case, would have benefited from some feedback that the
embedded real-time mechanism would have enabled. Our
solution takes this a step further by providing real-time
notifications that actively measure participation so that
facilitators can take corrective measures if disengagement is
detected.

As they discussed, Rahman and Alam established a solid
background for creating smart attendance systems with facial
recognition integration via TensorFlow and OpenCV. In fact,
our offering will ensure more compatibility and better
experience in different kinds of environments with multi-stage
detection techniques and made available in popular
application platforms.

The AI-enabled attendance management systems like the one
developed by Singh and Choudhary [11] have highlighted the
role of edge computing in latency reduction. We extend this
work by merging edge computing with cloud-based analytics
to provide online attendance with minimal system overhead,
an important aspect in a large-scale deployment.

Sharma et al. [12] investigated development of AI-enabled
systems for virtual attendance verification. Though the
research was primarily aimed at face recognition, the issues
with aperture, latency over network, and occlusions were not
adequately covered.

Our work brings a unique twist to the approach by Lee and
Kim [8] who used CNNs and FaceNet for remote workplace
attendance in that it now combines deep learning and cloud
storage so that attendance data can be stored in a secure way
while at the same time analyzing it in real-time a major
improvement that improves it scalability and reliableness.
Furthermore, and as Zhang et al.'s AI-based approach to
attendance [7] noted, scalability is one crucial consideration
when introducing cloud systems. Our method then presents an
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innovative means of dynamic verification during real-time
video sessions which allows immediate adjustments to the
recognition procedure-the aspect not thoroughly captured in
their model.

III. PROPOSEDMETHODOLOGY

Traditional attendance methods such as roll calls, RFID
authentication, and login check-ins have proved ineffective for
modern environments, so they have been trumped by the new
trend: digital transformation in education and work. These
forms of attendance management have failed to offer remedy
for proxy attendance, identity fraud, and students'
disengagement. An alternative that is contactless and
intelligent is facial recognition, especially from FaceNet,
which uses deep metric learning for accurate identity
verification. Some challenges with real-time attendance
tracking that entail unusual lighting conditions, occlusions,
video delays, and require engagement monitoring in online
sessions could all be overcome.

Fig.1.SystemArchitecture

Fig. 1. Shows the system architecture for virtual session
attendance tracking using facial recognition has been
illustrated in Fig.1. A real-time video capture module captures
small snippets at various intervals to ensure continuous
monitoring and prevent proxy attendance. MTCNN detects
faces, while FaceNet verifies identity using deep metric
learning. This system integrates through API automation over
Google Meet, WebEx, and Microsoft Teams. The cloud-based
backend ensures scalability, secure storage, and privacy
compliance. An engagement module tracks inactivity and
informs facilitators to improve session effectiveness.

The system validates attendance as little as possible with AI
techniques. Unlike static image-based verification, this
method continuously captures facial data from recorded video
frames, allowing for maximum engagement by the participant
throughout the session. The FaceNet model assigns unique

embeddings to each registered participant, storing it as a
database for identity verification purposes. Additionally, the
use of an anti-spoof attack liveness detection system analyzing
micro-expressions, head movements, and blinking can counter
issues related to video manipulation or static image spoofs.
Login timestamping, along with session metadata and
engagement analytics, supports this framework in preventing
attempted fraudulent attendance practices.

It's not just attendance tracking; the system also tracks how
actively participants attend, to find out if a participant is on
board or distracted. The patterns of facial orientation, direction
of gaze, and interaction with the screen will determine
whether a person is actively engaged or is in distraction mode.
If a person has shown inactivity for a certain amount of time,
they can be alerted automatically so facilitators can act
immediately.This is quite handy in the case of online learning
because for learners, it proves difficult to keep them attentive.
In the corporate floor, it increases the probability of
employees being mentally and physically present in the
meeting by improving the productivity of the sessions. Deep
learning models are actually trained on behavioral cues to
accurately discriminate between actual engagement and
passive partaking in the activity.

Core to our solution is seamless integration with existing
platforms for virtual meetings. This system makes use of an
API-based automation mechanism to extract video streams,
analyze attendance data, and effect real-time record updates,
thereby eliminating manual attendance logging and easing the
administrative burden. The architecture of integration is
flexible and allows organizations to specify their attendance
policies based on the type of session, duration, and roles of
participants. Rule-based automation permits facilitators to
determine engagement-tracking thresholds; marking
attendance automatically based on AI-driven verification and
noticing certain defined events like inactivity for an extended
period or unauthorized access attempts.

The paradigm prioritizes secure biometric information
management, given the sensitive nature of such data
concerning global compliance with privacy regulations. Thus,
all faces are encrypted with homomorphic encryption and
differential privacy for stringent processing without exposing
any raw biometric information. The cloud-based architecture
complies with the GDPR and other pertinent privacy
frameworks, implementing role-based access control (RBAC)
to prevent unauthorized access. Other internal features of the
system include periodic audit logging and the availability of
anonymization of data to enhance transparency and
compliance with their organizational policies.

Attendance monitoring system incorporates both
Tensorflowlite and OpenVINO in low-latency inference to
enable real-time evaluation with lower dependence on cloud
computing. In addition, for a case where multiple video
streaming takes place simultaneously, it is capable of scaling
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into high-traffic scenarios like college-wide lectures or
corporate meetings. Dynamic load balancing provides
optimum utilization of resources and prevents bottlenecks,
ensuring a steady performance. This architecture guarantees a
robust candidate presence verification across physical extent
virtual environments, making it the best fit for any deployment
on the cloud.

With the help of supervised and semi-supervised learning on
real-time attendee data from meetings and corporate events,
the facial recognition accuracy of the system is constantly
improving. Tracking engagement through facial wrinkles-
modifying changes due to aging or lighting and also benefits
from reinforcement learning. Self-supervised learning curtails
manual labeling, and federated learning facilitates
asynchronous model updates without compromising user
privacy. This adaptive framework ensures long-term
scalability capable of upgrading to confront emerging hurdles
in AI-powered attendance management.The current system is
focused on tracking and monitoring attendance in a virtual
setup and will be enhanced with a variety of future features.
Likely upcoming extensions envision integration with AR-VR
virtual classrooms, real-time emotion analysis for assessing
engagement, and AI-centric sentiment analysis to gather
insights on speaker interaction. Besides that, adding support
for a multimodal authentication scheme that combines facial
recognition, voice biometrics, and keystroke dynamics will
supplement system security against identity fraud.
Enhancements in processing efficiency and decreasing cloud
dependency that edge AI and federated learning bring will
endow these systems with greater agility toward on-premises
and decentralized applications.

IV. RESULT AND DISCUSSION

The FaceNet-enabled attendance system involves deep
learning-dependent feature extraction, engagement tracking,
and real-time authentication technologies for accurate, fully
automated attendance monitoring. In comparison to
conventional systems that are vulnerable to proxy attendance,
FaceNet's multi-dimensional face embedding adds
significantly to the security of the system by prohibiting
arbitrary verification. The overall recognition does take into
account the preprocessing methods such as illumination
correction, occlusion-aware transformation, and facial
normalization that can be conducted under different conditions.
Engagement tracking would determine how the user interacts
and would prevent the passive logging of attendance while
allowing only active validation of participation. API
automation will make the services integrated with the likes of
Google Meet, WebEx, and Microsoft Teams. This is thereby
an undoubtedly reliable solution of fraud-resistant virtual
attendance tracking as it is compliant, scalable, and secure
through cloud-based data management.

Fig.2. Comparative Performance Analysis

According to the comparative accuracy study of different
methods of attendance tracking, FaceNet tops the list, as seen
in Fig.2.

● Manual Attendance Tracking: ~72% accuracy,
completely dependent on humans, rather prone to
human errors, mis recordings, and proxy attendance
fraud.

● RFID based systems: it has ~85% accuracy, but
susceptible to abuse from unauthorized card usage,
lost/exchanged RFID tags, and loopholes in the
administration.

● FaceNet based system: ~97% accuracy, ensures
attendance in real-time with very few false positives
but more secure.

Hence, the FaceNet-based model is better than traditional
attendance systems because it can extract clear deep facial
embeddings and take advantage of advanced AI-driven
learning strategies for identity verification [2]. This helps
eliminate misidentifications, improve accuracy in complex
conditions, and be operationally reliable for longer periods

The system designed to automate the attendance tracking
makes it rely heavily on the FaceNetface recognition
technology.This system can reduce: Faster log attendance and
less administrative workload, along with more transparent
accountability as well as secure recordkeeping, as only
authenticated individuals are recorded used; real-time anomaly
detection for identifying irregular patterns in participation,
possible proxy activity, or suspicious behavior.Proposed
analysis tool in space and time detects odd absence records
over assigned session times with proxy attendance are
signified by login behavior that does not conform to generally
anticipated returns during sessions. Inconsistencies in session
attendance that will help improve attendance policies by the
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administrators. The anomaly detection framework guarantees
that attendance data remain secure and tamper-proof against
fraudulent activities.

The system utilizes Transformer-based models, namely
Informer and Temporal Fusion Transformers (TFT), for
forecasting attendance trends that enjoy accuracy advantages
over ARIMA and LSTM. These models dynamically alter
thresholds, ensuring precision with changing conditions by
detecting anomalies, which account for adaptive security
countermeasures. As the algorithms are continuously
enhanced, the model keeps adapting to recent behavior
dynamics, imparting long-term user confidence. In the context
of solving problems induced by changes in illumination,
occlusions, and pose changes, future improvements comprise
Graph Convolutional Networks (GCN) for relational modeling
and multimodal biometric verification. This combination of
spatial-temporal analysis with AI-driven anomaly detectionin
turn engenders security unfolding into education, enterprise,
and the virtual space.

V. CONCLUSION

It has automated the time in taking attendance in online
classrooms and corporate offices by using the FaceNet-based
attendance monitoring system. It is thus making easy and safe
tracking from frauds and at the same time making it an
efficient and scalable service for all users. This system
employs deep learning-based facial recognition, real-time
analytics, and graph-driven modeling in order to minimize the
manual intervention required while increasing the
authentication accuracy. The illumination correction,
occlusion-aware transformations, and adaptive learning make
this system quite resistant against various conditions. The
basic challenges to resolve include occlusions, identical face
structures, and possible spoofing attacks. Future work would
also be focused on combining the technologies of voice and
behavioral biometrics, fine-tuning Graph Convolutional
Networks (GCN) for anomaly detection, and improvising the
techniques of multi-modal recognition to improve adaptability
and security. These innovations would open the way toward
next-generation AI-driven attendance systems offering
seamless, intelligent, and fraud-proof experiences across
different digital platforms.
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